AQuaIi’ry First EQucation Trust

Privacy notice for employees

(How we use your information)

This notice is to help you understand how and why your school collects your personal information and what
we do with that information. It also explains the decisions that you can make about your information.
If you have any questions about this notice, please talk to your headteacher in the first instance.

What is "personal information"?

Personal information is information that the school holds about you and which identifies you.

This includes information such as your date of birth, address, ethnicity and national insurance details.
CCT1V, photos and video recordings of you are also personal information.

How and why does the school collect and use your personal information?
We collect this information for employment purposes to assist in the running of the school, to enable
individuals to be paid and to let others know what we do here. The collection of this information will:
¢ improve the management of workforce data across the sector
e enable development of a comprehensive picture of the workforce and how it is deployed
¢ inform the development of recruitment and retention policies
o dllow better financial modelling and planning
e enable ethnicity and disability monitoring; and
e support the work of the School Teachers' Review Body

Here are some further examples:

¢  We may use CCTV to make sure our sites are safe. CCTV is not used in private areas such as
changing rooms.

¢ We may need to share information with the police, or our legal advisers, if something goes wrong or
to help with an inquiry.

e Occasionally we may use consultants, experts and other advisors to assist the school in fulfilling its
obligations and to help run the school properly. We might need to share your information with them
if this is relevant to their work.

e  We may share some information with our insurance company to make sure that we have the
insurance cover that we need.

e  We will only share your information with other people and organisations when we have a good
reason to do so. In exceptional circumstances, we may need to share it more widely.

e  We may use photographs or videos of you for our websites and social media sites or prospectus to
show prospective pupils what we do here and to advertise the school. We may confinue to use
these photographs and videos after you have left the school.

e We sometimes use contractors to handle personal information on our behalf. For example:

- IT consultants who might access information about you when checking the security of our IT
network; and

- we use third party "cloud computing" services to store some information rather than the information
being stored on hard drives located on the school site.

Who do we share your information with?

We will not share information about you with third parties without your consent unless the law allows us to.
The school is required, by law, to pass on some of this personal data to the Qulaity First Education Trust, and
to the Department for Education (DfE). We share some information with the London Grid for Learning under
our contract to provide staff email and access to learning resources.



Our legal grounds for using your information

Public interests: This means that the processing of your data is necessary for public interests. The School relies
on public interests for most of the ways in which it uses your data.
Specifically, the school has a public interest in:
Providing children with an education.
Safeguarding and promoting the welfare of children.
Promoting the objectives and interests of the School.
Facilitating the efficient operation of the School.
e Ensuring that all relevant legal obligations of the School are complied with.
In addition, your personal information may be processed for the public interests of others. For example, we
may use information when investigating a complaint. If you object to us using your information where we
are relying on our public interests as explained above please speak to your headteacher.

Legal obligation: Where we need to use your information in order to comply with a legal obligation, for
example to report a concern about a child to Children's Services, we may have to disclose your information
to third parties such as the courts, local authority or police where legally obliged to do so.

Legitimate interest: Personal data may be processed on the basis that the school has a legitimate interest in
processing that data, provided that such legitimate interest is not overridden by your rights or freedom:s.
The school must also comply with an additional condition where it processes special categories of personal
information. These special categories include: personal information revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, genetic information, biomeftric information, health information,
and information about sex life or orientation.

Vital interests: To protect the vital interests of any person where that person cannot give consent, for
example, if they are seriously hurt and are unconscious.

Legal claims: The processing is necessary for the establishment, exercise or defence of legal claims. This
allows us to share information with our legal advisors and insurers.

Medical purposes: This includes medical tfreatment and the management of healthcare services.

Consent: We may ask for your consent to use your information in certain ways. If we ask for your consent 1o
use your information, you can take this back at any fime. Any use of your information before you withdraw
your consent remains valid. Please speak to the headteacher if you wish to withdraw any consent given.

What decisions can you make about your information?

Your rights are as follows:

e Ifinformation is incorrect you can ask us to correct it;

e You can ask what information we hold about you and be provided with a copy. We will also give
you exira information, such as why we use this information, where it came from and what types of
people we have sent it to;

e You can ask us to delete the information that we hold about you in certain circumstances. For
example, where we no longer need the information;

e You can ask us to send you, or another organisation, certain types of information about you in a
format that can be read by computer;

e Our use of information about you may be restricted in some cases. For example, if you tell us that the
information is inaccurate we can only use it for limited purposes while we check its accuracy.

e  We will stop using your information for marketing purposes if you tell us not fo.

¢ If you consider that we have not acted properly when using your personal information, you can
contact the Information Commissioner's Office: www.ico.org.uk.



http://www.ico.org.uk/

